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1. All persons have an electronic mailbox

How to proceed if a certain electronic submission, document or form need to be signed
by several persons in the electronic mailbox, we will show below on the example of
electronic submission via the General Submission service addressed to the test
electronic mailbox of the National Agency for Network and Electronic Services.

Persons, who have a foreign means of electronic identification, as electronic mailbox
is automatically created for them at the first login, can also use the procedure below.
You can find more information in User quide for the use of the electronic mailbox.

Step 1 - In person, by phone, via SMS, e-mail, etc. find out the electronic mailbox
number of the persons who need to sign the application. The mailbox number is
situated in your electronic mailbox in the top right corner in mini profile after clicking on
the arrow (Figure 1).

I @ Emil Skutoény 1115 a
Mailbox number: EO000000115

= My profile
IB Change mailbox
[ Signout

Figure 1 - Electronic mailbox number

Step 2 - Log in to the electronic mailbox on the portal https://www.slovensko.sk/en/title.
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Step 3 - Select the service via the green "Create message" button (located in the
electronic mailbox on the top left corner), fill in the submission (,,Predmet”” means
Subject) or attach attachments, your signature, etc. and go to "Sign by more persons"
below. (Figure 2).

Electronic document

Vieobecna agenda
Predmet test

Text test test test test test test test test test test test test test test
test test test test test test test test test test test test test test

Validate
Sign

Attachments

® Upload attachment from computer

m Save message Sign by more persons @ Delete

Figure 2 — Sign by more persons

Step 4 - Enter the electronic mailbox number (letter E plus 10-digit number) in the field
and click on "+ Pridat" (means Add). It is possible to add more electronic mailbox
numbers (Fig. 3).
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T+ W
Sign by more persons

Ak sprava vyZaduje podpis viacerych ostb, méZete im udelit pristup na podpisanie. NiZsie
pridajte Zislo schranky (4 danej osoby a doruéime jej sprévu s pristupom na podpisanie tejto
spravy, platnym 48 hodin. Spristupnena bude iba vybrana sprava, nie cela schranka. Viac o
podpise viacerymi osobami &'

Pozor! Udelenim pristupu suhlasite s tym, Ze osoba, ktorej ste spravu spristupnili, ma pristup k
vietkym udajom v sprave vratane pridanych elektronickych podpisov (obsahuju meno,
priezvisko, adresu a rodné Eislo). Pristup k udajom v elektronickom podpise dane] osoby mate
zaroven aj vy.

Zadajte ¢islo schranky

Ak chcete udelit viac pristupov, oddefte Eisla schranok Ciarkou

E0005200751

Close

Figure 3 — Enter the electronic mailbox number

Step 5 - If you really want to grant access for signing, go to “Confirm”. Enter the 6-digit
security personal code (BOK). The signing access is granted.

Step 6 - Click on “Save message” (it will be shown in Drafts).

Step 7 - The person to whom you have granted access will receive a message in the
electronic mailbox “Udelenie pristupu na podpisanie” (means Granting access for
signing) containing a hyperlink (Figure 4). The validity of the granted access is 48
hours.
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& _Udelenie pristupu na pedpisanie

L
=)
(a1]

Vazeny pouzivatel,

Emil Skutoény 1115 vam udelil pristup do spravy za dcelom jej podpisania. Spravu
si otvorite kliknutim na
https://schranka.upvsfixnew.gov.sk/FormConstructor/Default.aspx?
IdFolderidessage=4902622928&shared=1

Platnost’ pristupu je maximalne 48 hodin. Ak sa checete dozvediet viac o udeleni
pristupu za Gcelom podpisu, kliknite na tento odkaz

Nikto Vas nekontaktoval ohladom spoloéného podpisovania?

Aby Vam mohol iny pouZivatel poslat Ziadost o spoloéné podpisanie, musi vas

najprv poziadat o cislo Vasej schranky. Pokial od Vas nikto cislo schranky za tymto
tcelom neziadal pripadne doty¢ného pouzivatela nepoznate, neklikajte na link. >

Hide message body

Figure 4 — Granting access for signing (hyperlink)

Step 8 - Click on the hyperlink and the limited submission will open - the submission
can be downloaded via the "..." (three dots) menu. The submission text cannot be
changed. The signature is added via "Sign".

Step 9 - The D.Signer XAdES.NET application displays that the Document is not
signed. Itis necessary to click on "Sign", then select the certificate, click “OK” and enter
the KEP PIN. The document will be signed successfully.

Step 10 - After signing, press "Dokoncit" (means Finish), which automatically cancels
access to the message. Subsequently, a notification will be displayed whether the
person with the granted access has added a signature, or whether he has downloaded
the message / document (Figure 5). When you click the hyperlink again, you will only
see the information "You do not have permission to view this message."
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@M |
Dokongit’
Pridali ste vietky potrebné podpisy?

Stiahnite si podpisané dokumenty pred dokongenim

podpisovania. Po dokonéeni uz nebudete mat’ pristup
k sprave ani k jej dokumentom.

Zrusit’ ‘ Dokoncit’

Figure 5 — Dokoncit' (Finish)

Step 11 - Autor of submission will find the message in the "Drafts". The electronic
mailbox numbers that have been granted signing access are displayed above the
submission. Through "Spravovat pristupy” (means Manage accesses) (Figure 6) he
has the option to cancel the granted access via "Odobrat’ pristup” (means Remove
access) (eg if the author of the submission entered an incorrect electronic mailbox
number, etc.), but only on condition that the person has not signed yet and did not click
"Finish".

—~Back  Create message

@ Message was saved to Drafts. It will be saved automatically.

Pristupy na podpisanie: Spravovat pristupy
E0005200751

Figure 6 — Manage accesses

Step 12 - After adding the signature by the authorized person, a green box with the
information "Signed" will appear in the submission. You can see the signature
information via "Signature detail” (Figure 7).

@ Signed Signature detail

Sign Remove signature

Figure 7 — Signature detail
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After clicking on “Signature detail” (Figure 7) or "Verify signatures”, the result
"Informative signatures verify result" will be displayed (Figure 8), where you can view
and check the signatures, what document who signed, whether it is a valid signature
and when the timestamp was added.

x
Informative signatures verify result
Dokument.asice Technical details (£
Group by: Signatures @ Documents Print technical details (%
Verify Timestamp
Document Signature result Authorization date
CN=

GIVENNAME=
SURNAME= Signature lo}i 23 06.2020
STREET= Valid Signature

1= person 1 W Sg 10:03
C=SK
SERIALNUMBER=
CN=
GIVENNAME=
SURNAME=
STREET=
L=

C=SK
SERIALNUMBER-=|

Signature of _ _ 22.06.2020
valid [ Signature )
person 2 Ll

Vnorené podpisy sa neoverovali.

Close

Figure 8 — Informative signatures verify result

Step 13- If all interested parties have signed the application, you can move to "Send".

2. Some persons do not have an electronic mailbox

The procedure below can be used in particular if you need to secure the signing of a
submission or document by a person who does not have electronic mailbox because
does not have an official or alternative authenticator or electronic identification device
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from another EU country, or electronic mailbox is set up, however, for any other reason,
he cannot add signature directly in the mailbox.

Step 1 - Download the signed document from the electronic mailbox via the menu "..."
(three dots) and the option "Download (.asice, ...)" (Figure 9).

ELECTRONIC DOCUMENTS

B _Vseobecna agenda

Vieobecna agenda ]
View

Predmet: test

Text: test ) .
Verify signatures

Hide message body Download unsigned content

Copy

Figure 9 - Download a signed document

Note:

You can also send an unsigned .xml file for signature to another person, but in this
case it is necessary for this person to use an application that creates the
XMLDataContainer format from XML data according to Appendix no. 7 Decrees on
standards for information technologies of public administration. Otherwise, such a
submission may not be accepted. The XMLDataContainer format does not allow you
to create an e-mailbox directly, but is created before the signature is created.

Step 2 - Then save the message in Drafts folder via the "Save message" button (Figure
10).
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Electronic document

Thwobena agenda

Zlgn

ith all aftachments is: O ME /S0 MB
]

m §ava MEERAgS ZIgn by mors parsona 1 Desdate

Figure 10 — Save message in Drafts

Maximal message
Last saved 2.0

Step 3 - Give the downloaded file (e.g. by e-mail, USB, etc.) to the person concerned
for signing. The person must have an application that supports the addition of qualified
electronic signatures in the ASIC-E XAdES Baseline profile format to existing
signatures (according to the Commission Implementing Decision (EU) 2015/1506).

Step 4 - After successfully signing, the person should give/send the file with their added
signature back in ".asice" or ".sce" format.

Step 5 - In the "Drafts" folder, find the concerned message and select "Edit message"
(Figure 11).
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VSeobecné podanie

Modified date: 22.06.2020 20:46:27
Recipient: Narodna agentura pre siet'ové a elektronické sluzby: Test

MESSAGE DETAIL

Content of this message is 1 electronic document.

_

ELECTRONIC DOCUMENTS

& _Vieobecna agenda

Figure 11 - Editing a draft message

Step 6 - Via the menu "..." (three dots), select the option "Upload filled XML form" in
the line "Electronic document” (Figure 12) and add the submitted signed document.

Electronic document

Download as PDF

VSeobecna agenda Download filled XML form

Predmet Test
Upload filled XML form
Text Test Test Test Test Test Test Test Test

Figure 12 - Add a signed document

If the document intended only as an attachment to the submission, upload the
document only in the "Attachments" section (Figure 13).
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Attachments _

=) Upload attachment from computer

Figure 13 - Add attachment

Step 7 - If the document is successfully loaded, the information "Signed" will be
displayed in a green box and also the option "Signature detail" (Fig. 14). In the
signature detail, check whether the document is actually validly signed by the person
(Figure 6, 7, 8). If the document load ends with an error, it may be because, for
example, the file was not signed by a supported signature format.

Sign Remove signature

Figure 14 — Signature detail

Step 8 - If necessary, you can move the signed document for signature via the "Sign
by more persons"” button, send it in the same way as below to other persons who do
not have electronic mailbox or click "Send" directly if the submission contains all
necessary signatures (Figure 15).

Figure 15 — “Sign by more persons” and “Send” buttons
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