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User guide for creating the qualified
electronic signature in the electronic
mailbox

In the electronic world, a qualified electronic signature is equivalent of a handwritten
signature for paper communication.

For signing in the electronic mailbox you can use D.Signer/XAdES application, which
is part of the D.Suite/eIDAS package for MS Windows. For Mac OS X and GN /Linux,
the Java version is automatically downloaded and launched through D.Launcher,
which need to be installed. All applications are available in section ,Download®.

Example of Electronic Submission addressed to the test mailbox of the National
Agency for Network and Electronic Services (TEST — NASES) below.

Step 1 - Open https://www.slovensko.sk/enftitle, log in to your electronic mailbox and
click on green button ,+ Create message” (Figure 1).

SIOVGHSKO.S'( Electronic mailbox

Help Contact Slovensky

& Inbox Activate your mailbox for delivery

® Priccinok 1 If you want to receive official e-documents

Figure 1 — Create message

Step 2 - Select procedure and service provider (institution) to which you want to
address the Electronic Submission and click on button "Prejst na sluzbu” (means Go
to service) (Figure 2).
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Titulnd strénkz  » Katalég sluZieb -..
VSeobecna agenda

Zvolte poskytovatela sluzby
TEST - NASES -

Popis sluzby

Sluzba viecbecne] agendy je podanie, ktoré je neanonymné a podpisované zaru€enym elektronickym podpisom. UmoZiuje vytvorit podanie
vyplnenim na to uréeného formulara, ktoré podavajici odoéle zvolenému organu verejnej moci.
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Figure 2 — Go to Electronic Submission service

Step 3 - An electronic form will be opened to create an Electronic Submission. The
Subject of Message Data will be pre filled automatically. Fill in the "Predmet" (means
Subject) and "Text", you can also fill in the "Recipient business reference™ and "Sender
business reference " fields above. If everything is done go to the "Sign" button (Figure
3).
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Figure 3 — Button “Sign*
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Step 4 - The signing application informs you that the document is not signed. Go to
"Podpisat” (means Sign) (Figure 4).

# D.Signer/XAdES .NET - b

_i)Dokumentniejepodpisani|#J |ZT.Z“:.221S1-':25:E-—' : B _}:-I @

Pozor! Do ZEP st zahmuté vietky zobrazované datové objekty (dokumenty) a parametre elektronického podpisu.
Vzhl'adom k tomu, Ze wvytvorenim ZEP pouzivatel vyjadije svoj sihlas s obsahom jednotlivich dokumentov, je v jeho
zaujme, aby sa dékladne oboznamil s obsahom wietkych zobrazenych datovych objektow.

Vieobecna agenda

W&eobecnd agenda

V&eobecna agenda

Predmet: test

Text: test test test test test test test test test test test test test test test test test test test test test test
test test test test test test test test test test test test test test test test test test test test test test test test test test
test test test test test test

Zalomit' text ¥ml data Verifikacne data

Figure 4 — The signing application D.Signer/XAdES

Step 5 - Then, you are redirected to select a valid certificate. Only the certificates that
you have stored on your secure device (e.g. elD, smart card, etc.) are available for
selection. You also need to have installed the drivers issued for your secure device
(contact your provider). If the right certificate is choosen, go to "OK" (Figure. 5).
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# Vyber certifikitu *

Vyberte certifikt, ktory cheete poudit’. Pre vytvorenie zaruéeného elektronického podpisu musi byt poudity kvalfikovany
certifikét, vydany akreditovanou certifikaénou autoritou.

Ak prislugny pravny ukon vyZaduje autorizaciu mandatnym kvalifikovanym certifikétom, vyberte mandatry kvalifikovany
certifikét s prislunym opravnenim pre dany Ukon podla osobitného predpisu. Zoznam zobrazenych certifikatov, ktoré si
k dispozicii pre vytvorenie elektronického podpisu. je moiné riadit’ nastavenim fitra certifikatov.

Overte platnost’ vybraného podpisového certifikatu na zaklade relevantrych verejne dostuprych informacii o revokacii
(aktudlne platry zoznam zrusenych certifikatov). PouZitie neplatného certifikétu ma za nasledok vytvorenie neplatného
elektronického podpisu!

Potvrdenim vyben certifik&tu podpisete dokument!

Fitrovat' zoznam cerifikétov: | SKQC ~
Vydany pre Vydavatel Platry do
SVK elD ACA 5.7. 2023 9:46:11

Stomo

Figure 5 — Select valid certificate

Step 6 — Enter the PIN. Information that "Document has been signed" appears in the
window on the top left as "Dokument bol podpisany", click "OK" (Figure 6).

# D.Signer/XAdES NET - X

{4) Dokument bol podpisany |lk] (2 X |407.03 2019123033 & [ & | @

Pozor! Do ZEP st zahmute vsetky zobrazovane datove objekty (dokumenty) a parametre elekironického podpisu.
Vzhladom k tomu, Ze wivorenim ZEP pouzivatel vyjadrije svoj sihlas s obsahom jednotlivich dokumentov, je v jeho
zaujme, aby sa dikladne oboznamil s obsahom vietkych zobrazenych datovych objektov.

Véeobecna agenda

Véeobecna agenda

Vieobecna agenda
Predmet: test
Text: test test test test test test test test test test test test test test test test test test test test test test
test test test test test test test test test test test test test test test test test test test test test test test test test test
test test test test test test
|
Zalomit' text ¥ml data Verffikacné data

o | (o]

Figure 6 - Information that Document has been signed

Information about successful signing is also displayed directly under the Electronic
Submission form. See "Signature detail" for more details of signature. If necessary,
you can delete the signature via "Remove signature” (Figure 7).
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Electronic document

Vieobecna agenda

Predmet Test

Text test test test test test test test test test test test test test test test test test test test test test test test test
test test test test test test test test test test test test test test test test test test test test test test test testtest

test fest fest test test fest test test fest test test fest test test tesf fest test fest fest tesf fest test fest

Validate

@ Signed ‘ Signature detail
Sign Remove signature _

Figure 7 — Signed, Signature detail, Remove signature

It is also possible to sign attachments in the following formats: .pdf, .txt and .png.
Upload the required document via "Upload attachment from computer" and click on
"Sign" (Figure 8). If the PDF is already signed, it can only be re-signed if it is a PDF in
version 1.3, 1.4 or PDF / A-1.

Attachments
Name Last change Size Signatures
Dokument.pdf 22.06.2020010:26 181 kHINo Sign

Figure 8 — Signed attachments

Proceed in the same way as above when signing the electronic form. After successful
signing of the attachment, "Yes" will appear in the "Signatures" section.

Via the menu "..." you can, for example, download the signed document, remove the
signature or display the result of the informative verification via "Verify signatures"
(Figure 9).
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Attachments
Name Last change Size Signatures
Dokument.asice 22.06.2020010:39 180 kB Yes D
Dokument.pdf 188 kg Download (.asice, 180 kB)

Remove signatures

@ Upload attachment from computer
Verify signatures

Download unsigned content
Maximal message size with all attachments is: 1 MB /50 MB

Rename

Figure 9 — Verify signatures

Step 7 — If the Electronic Submission is completed and signed, send it.
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